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MUHUCTEPCTBO OEPA30BAHMUA U HAYKU POCCUNCKOW ®EOEPALINU

DENAPTAMEHT FOCYOAPCTBEHHOM MNONMIMTUKA B COEPE
OBLUEIro0 O6PA30BAHUA

nMcbmo
oT 14 masa 2018 r. N 08-1184

O HANMPABNEHUN UH®OPMALIUU

[enapTameHT rocygapcTBeHHOW nonuTukn B cdepe obuwero obpasoBaHus MuHobpHaykn Poccun
HanpaBnseT Ons cBedeHus paspaboTaHHble BpemeHHol komuccuen CoseTa Pefepauum No  pasBUTUID
MHOPMaLMOHHOro obLlecTBa METOONYECKNE PEKOMEHAALMN O pa3MeLLeHUN Ha MHEOPMALMOHHBIX CTeHAaX,
oduumanbHbIX MHTEPHET-CanTax U Apyrmx MHOPMAaLMOHHLIX pecypcax obLieobpasoBaTesbHbIX OpraHM3aumnin un
OpraHoB, OCYyLLeCTBRSALWUX ynpaeneHue B cdepe obpasoBaHud, nHdopmaumm o HGesonacHoM nosegeHun u
ncnonb3oBaHum cetn "VIHTepHeT".

OupexTop [enapTtameHTa
A.E.TIETPOB

MpunoxeHne

METOAUYECKUE PEKOMEHOALIMA
O PASMELLEHUN HA UH®OPMALIMOHHbLIX CTEHOAX, OPULINATIbHbIX
WHTEPHET-CAUTAX U APYTNX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFTAHU3ALMA N OPTAHOB, OCYLLIEECTBNAIOLLUX
YNPABJNEHUE B C®EPE OBPA30BAHUA, UH®OPMALIMM O BE3OMNMACHOM
NOBEOEHUM N UICNMONb30OBAHUU CETU "MHTEPHET"

Okcneptamn n uneHamn BpemeHHon komuccum CoseTa Pepepauum no pasBuTUO UHGOPMALMOHHOIO
oblwecTBa B pamKkax BbIMNOMHEHUS pPEeKOMEeHAAUUA NaprnaMeHTCKMX crnywaHuin "AKTyanbHble BOMPOCHI
obecneyeHns 6e30nacHOCTU 1 pa3BUTUS AeTen B MHOPMaLMOHHOM NPoCTpaHcTBe", kKoTopble npownu B CoBeTe
depepaumm 17 anpenss 2017 r., ObinM paspaboTaHbl MeTOOUYECKME peKOMeHZauunm O pasMeLleHUn Ha
WHOPMALMOHHBIX CTeHdaX, oduuManbHblX WHTEPHET-CauTax W OpyrMx WHAOPMAaUMOHHBIX — pecypcax
o6weobpasoBaTenbHbIX OpraHM3auMii U OpraHoB, OCYLLECTBMAKLWMX YyrpaBneHne B cdepe obpasoBaHus,
nHdopmaumm o 6esonacHOM noBedeHuM WU ucnonb3oBaHum cetu "WHTepHeT" (ganee - MeToamyeckue
pekomeHZaumn).

MeToamyeckme pekoMeHOauMu HanpasefeHbl Ha KayeCTBEHHOE MOBbILEHME YPOBHA WHAOPMAaLMOHHON
AeatenbHocTM 06LieobpasoBaTenbHbIX OpraHM3auMin 1 OpraHoB, OCYLUECTBMAAOLWMX YyrnpasneHue B cdepe
obpasoBaHusA, B YacT WHADOPMUPOBAHMSA Yy4YalUXCs, WX poauTenen (3akoHHbIX nNpeacTaBuTenen) u
neparormyeckux paboTHNKOB 06 OCHOBHbIX acnekTax MHopMaLNOHHON 6e30nacHOCTU.

MeToanyeckne pekoMeHAaumyM MO3BONAT  0Oweobpa3oBaTeNbHbIM — OpraHu3auusaMm Uu - opraHam,
OCYLLECTBMSOLWUM yripaBneHne B chepe o0pa3oBaHusi, akTyanuanpoBaTb YXKe UCNOMb3yeMble U pasMeLLEHHbIe
WHpOpMaLIMOHHBIE MaTepuanbl, Tak U MNOArOTOBUTb UX B Cryvyae UX OTCYTCTBMS C YY4ETOM NyylUMX MPaKTUK u
pekomMeHaauunin.

B pamkax MeTogu4eckMx pekoMeHaaLmi paccmMmaTpmMBaloTCa CrieayroLme NHCTPYMEHTHI:

1. NHpOPMAaLIMOHHbIE CTEHAbI;

2. otbmumanbHble NHTEPHET-PECYPCI;
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3. cpeacTBa maccoBomn MHoOpMaLmm (LUKOMbHbIE ra3eThbl, Negarormieckme n3gaHus u gpyrue).
UHdopmaumnoHHbIe cTeHAabI

Ha wnHdopMaUMOoHHbIX CTeHaax B o0LleobpasoBaTenbHbIX OpraHn3auusix, pacnosfioXeHHbIX B doie
yupexneHun M B kabuHeTax, OCHALLEHHbIX MepCOoHaNbHbIMW YCTPOWCTBaMU ANs BbiXxoda B ceTb "VIHTepHeT",
peKoMeHayeTCsl pasMecTuTb MHAOPMALMOHHbIE NMaMATKW, codep)kallMe OCHOBHble COBETbI MO ObecneyeHuto
NMHGOPMaLMOHHOM 6Ee30MacHOCTY yYaLLMXCS.

B NPUNOXeHNn N 1 kK MmeTogu4Yeckum peKomMeHgaumnam npencraBsiieH o6pa3eu, NamMATKM Ona pasmMmelleHus
Ha I/IHd)OpMaLI,VIOHHbIX cTeHaax.

CpencTtBa maccoBow nHdgopmaumm

B cpencrTtBax MaccoBou MH(bOpMaLLI/IM, OPUEHTUPOBAHHbLIX Ha 06yqarou.|,|/1xc;|, pekomMmeHayeTca B Te4YeHune
yqe6Horo roga perynsapHo I'IY6J'IVIKOBaTb VIH(bOpMaU,I/IOHHbIe mMaTtepuarlbl, NOCBALWLEHHbIE OTAEJIbHbIM acnekram
VIH(*)OpMaLlMOHHOVI ©e3onacHoCTK, a TaKkke pas3sindHble NaMATKU obuiero Xapakrtepa.

B cpeactBax maccoBor MHGOPMAaLMKM, OPUEHTUPOBAHHBLIX Ha nNefarormyeckyto  obLLEeCTBEHHOCTb,
pekoMeHOyeTCsl B TeYeHMe KaneHZapHOro roga perynsipHo nybnukoBatb WHGOPMAUMOHHBIE MaTepuansl,
MOCBSILLEHHbIE OTAENMbHLIM acnekTam WMHAPOPMAaLMOHHON ©6e30NacHOCTM Kak HEeCOBEPLUEHHONETHUX, Tak U
obuieobpa3oBaTenbHbIX OpraHuM3auuii, a Takke pas3fuyHble naMsaTkM, 0030pbl  HOPMATWBHO-NPAaBOBOMO
perynmpoBaHusi JaHHOW cdepbl U MHPOPMALMIO O akTyarbHbIX MEPONPUATUSIX U COBBLITUSIX B AaHHON cdepe.

B xone npoBepennsi EguHoro ypoka no 6esonacHoctn B cetn "MIHTepHeT" pekomeHnayeTcss obecneyntb
BbIMYyCK TEMaTU4YECKOro BbiMyCcka cpeAcTBa MaccoBOW MHopmauuy nmubo cepum nyonukauun, cpegm KOTopbiX
paccMOTPETb OPraHU30BaHHbIE MEPONPUATUSA AN 0by4aloWmMXCs, X poauTenen (3akoHHbIX NpeacTaBuTenen) um
negarornyeckomn obLLeCcTBEHHOCTMY.

OdwmumanbHble UHTepHET-pecypcebl
Ob6ueobpasoBaTenbHbIM OpraHM3auMsaM pekoMeHAyeTCs Ha cBoux odwmumanbHblx WHTepHeT-pecypcax

obecneuntb YHKLMOHMPOBAHNE CaMOCTOSITENIBHOTO W creuvanuanpoBaHHoro pasgena "WHdopmauunoHHas
©e3onacHoOCTb", B pamMmKax KOTOPOro NpeaycMOoTpeTb pasMeLleHne crieqytowen nHopmauun:

N Paspen/nogpasgen dopmart npencraBnenns CopgepxaHne matepuanoB
MaTepuanos
1. |JlokanbHble Konuu gokymeHTOB B Pa3meLuatoTcst KONUM JOKYMEHTOB, T.€.

HOopmaTMBHbIE akTbl B | bopmate *PDF CKaHUPOBaHHbLIN BapuaHT JOKYMEHTa,
ccepe obecneveHus COOTBETCTBYIOLLNA TPEOOBAHNSM K
NHOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeluaoTca AOKYMEHTHI,
obyvatoLmxcs pernameHTUpyoLLmne opraHu3aunio n

paboTy c nepcoHanbHbIMU AaHHbIMK,
nraHbl MePONpPUSATUIA No obecneyeHmio
WHOpPMaLMOHHOM Be30nacHOCTU
obyyvarowmxcsa n gpyrue.

2. | HopmatuBHoe Konuu gokymeHTOB B My6nukytoTcsa akTyanbHble CBEAEHUS O
perynuposaHue dopmaTte *PDF deaeparnbHbIX U perMoHarnbHbIX 3aKOHax,
nMcbMax OpraHoB BriacTv 1 gpyrue
HOPMAaTUBHO-MNPaBOBbIEe JOKYMEHTI,
pernameHTupyrowme obecneyeHmne
WMHopMaLMOHHOM Be3onacHoCcTH
HecoBepLUeHHONeTHMX. [lonyckaeTcs
BMECTO KOMUI pasMeLLaTtb rmnepcehbIinku
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Ha COOTBETCTBYHLUMNE NOKYMEHTbI Ha
canTax opraHoB FocyﬂapCTBeHHOVI BI1acTu.

3. MNeparormyecknm TekcT Ha cTpaHuue Pasmelyatotca metogmyeckune
paboTHKam cavita pekoMeHaaumn N ykasblBaeTcsl
Konunn gokymeHTOB B WMHopMaLNa O MepONPUATUSIX, MPOeKTax
dopmaTte *PDF 1 NnporpaMmmax, HarnpaBfneHHbIX Ha

nosblLLIEHE NH(OPMALMOHHOM
rPamMoTHOCTW Negarorn4ecknx paboTHNKOB.

4. | Obyyatowmmecs TekcT Ha cTpaHuue PasmellaeTtcs nHdopmaunoHHas namsitka
cavita (npunoxeHune N 2) u ykasbiBaeTcs
nHOpPMaLMa O MEPONPUATUSAX, NPOEKTax
W nporpaMmmMax, HanpasneHHbIX Ha
NoBbILLIEHNE MHPOPMALIMOHHOMN
rpamMoTHOCTM 0ByyvaroLmUXCs.

5. Pogutensam (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTcsa MHGopMaLMOHHasa namsTka
npeacTaBuUTENsM) cavita (npunoxenue N 3).
obyuvatomxes

6. |[Letckue 6e3onacHble | TEKCT Ha cTpaHuue PasmeluaeTtcsa nHdopmaums o
canTbl canTa peKoMeHOyeMbIX K UCMOSTb30BaHWUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX 4ETCKUX CanlTOoB.

OpraHam, ocyuwecTensowWMM ynpaeneHme B cdepe ob6pasoBaHUsA, pPEKOMEHOYEeTCs Ha CBOMX
odhmLmanbHbIX WHTepHeT-pecypcax obecneuntb (hYHKLMOHNPOBaHWE CaMOCTOATENLHOIo n
cneumnanuanpoBaHHoro pasgena "WHdopmaumoHHas 6esonacHoCTb”, B paMkax KOTOpOro npeaycMOTpeTb
pasmelleHne crnegytoLlein nHgpopmaluu:

Mpunoxexne N 1

NAMATKA )
[Nsi OBYYAIOLUMXCS OB MHOOPMALIMOHHOW BE3ONACHOCTM AETEW

HENb3A4

1. Bcem noapsig coobuwiatbe CBOK YacTHYK MHGopMauumio (HacTosilwme nms, dpamunuio, TenedoH, agpec,
HOMEp LLKOSbI, a Takke dpoTorpadum CBOU, CBOEN CEMbM U OpY3en);

2. OTKpbIBaTb BMOXEHHbIE halnbl 3NEKTPOHHOW MOYTbI, KOrAa He 3Haellb OTNpPaBUTENS;
3. MpybuTtb, NnpugnpaTtbes, okasbliBaTb AaBNEHNE - BECTN ce6S HEBEXITMBO U arpeCCUBHO;
4. He pacnopsikaincs geHbramm TBOel ceMbm 6e3 paspeLleHns cTapLlunx - Bceraa cnpalimnsai poguTenen;

5. He Bctpeyanca ¢ VIHTepHeT-3HAaKOMbIMW B peanbHOW >XU3HM - MOCOBETYMNCS CO B3POCIbIM, KOTOPOMY
aosepselLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yutaewnb o cebe Henpaeay B MHTepHeTe - cooblum 06 3TOM CBOMM poguTensam
UnNu onekyHaw;
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2. MpurnawatoT nepenuceiBaTbCs, Urpatb, 0OMEHMBaTLCSH - MPOBEPb, HET N NOABOXA;
3. HezakoHHOe konunpoBaHue ¢harinos B VIHTepHeTe - BOPOBCTBO;
4. Bcerga paccka3sbiBan B3pocrbiM 0 NpobrieMax B CETU - OHU BCerga NomMoryT;

5. |/|CI'IOJ'Ib3yI7I HaCTpOﬁKM Ge3onacHocTu 1 NnpnBaTHOCTH, 4YTOObI He noTepATb CBOM akKKayHTbl B COLICETAX U
Opyrux noprtanax.

MOXXHO
1. YBaxawn gpyrux nonb3oBaTenen;
2. MNonbk3yelwbcs MHTEPHET-UCTOYHUKOM - Aenan CCbINKY Ha Hero;
3. OTKpbIBa TOMBKO T€ CCbINKU, B KOTOPbIX YBEPEH;
4. ObwaTtbCcH 3a NOMOLLBIO B3POCIIbIM - POAUTENW, OMEKYHbl M aAMUHUCTPALIMS CanToB Bcerga noMoryT;

5. Mpownan obyyeHne Ha canTe "CeTeBMYOK" 1 NONy4YM NacnopT LMdPOBOro rpaxgaHuHal

Mpunoxexue N 2

NH®OPMALIMOHHAA MAMATKA
AnA ObYYAIOLWKXCA ANA PASMELLEHUA
HA OPULIMATIbHBIX UHTEPHET-PECYPCAX

C KaxgbiM rogomM MOJSIOAEXU B MHTEPHETE CTaHOBUTbCA Oonblue, a WKONMbHUKA O4HM U3 CaMbIX aKTUBHbIX
nonb3oBartenen PyHeTa. Me>|<,u,y TEéM, MOMMUMO OrpoOMHOro KoJfin4ecTtBa BO3MOXHOCTEN, MHTEPHET HeceT U
Hp06ﬂeMbI. OTa namsiTka goJmkHa nomoyb Tebe 6e3onacHo HAaXoQUTBLCS B CETMU.

KomnbloTepHble BUpYyChI

KomnbloTepHbI BUPYC - 9TO pa3HOBMOHOCTb KOMMbIOTEPHBLIX MPOrpamm, OTIIMYUTENbHOW OCOBEHHOCTBIO
KOTOpOW $sIBMsieTCS CNOCOBHOCTb K pas3MHOXeHWo. B gononHeHwe K 9TOMy, BUpPYCbl MOryT NOBPeauTb UNn
MOSTHOCTbI YHUYTOXMWTb BCe hanrnbl U AaHHble, NOAKOHTPOSbHbIE MOfIb30BaTENO, OT UMEHU KOTOporo Gbina
3anyluieHa 3apaxeHHas nporpamma, a Takke MOBpPeauTb UMM Aaxe YHUYTOXWUTb ONepauMOHHYH CUCTEMY CO
BCeMn pavnamu B LenomM. B 6onblUMHCTBE CriyvyaeB pacnpoCTPaHSTCA BUPYChl Yepes3 UHTEPHET.

MeTogb! 3aWuUTbI OT BPEOOHOCHbLIX nporpamMmm:

1. Wcnonb3yn coBpeMeHHble OnepauuoHHbIE CUCTEMbI, MMEKLME CEepbe3Hbli YPOBEHb 3aluTbl OT
BPEAOHOCHbBIX Mporpamm;

2. MocTosHHO ycTaHaBnMBal nadtu (UMpPoBbIE 3annaTku, KOTOpble aBTOMAaTUYECKU YCTaHABNMBAKOTCS C
Lenbo gopaboTkn NporpaMmbl) U gpyrme OOHOBIEHUSA CBOEW OnepaumoHHOM cucTembl. CKaumBam UX TOMBKO C
odhuuymanbHoro canta paspabotunka OC. Ecnu cylecTByeT pexnm aBTOMaTUYeCKoro OOHOBINEHUS, BKIHOYM €r0;

3. Pabotaii Ha cBoem KOMNbOTEPE NOA NnpaBamMun noJjib3oBaTend, a He agMNUHUCTPAaTopa. 3T0 He No3BonuT
60]'IbLIJl/IHCTBy BPEOOHOCHbIX nNporpamMmm nHCTamnmpoBaTbCA Ha TBOEM NepPCOHaribHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHbIE NPOrpamMmHble NPOAYKTbl U3BECTHLIX NPOU3BOAMTENEN, C aBTOMaTU4ECKUM
obHoBneHvem 6a3;

5. OrpaHunyb msnyeckuin 4OCTYN K KOMMbIOTEPY AJ1S1 MOCTOPOHHUX JNLL;
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6. Mcnonb3yn BHeLIHWE HOCUTENN MHAOopMaLnK, Takne Kak doneLuka, ANCK unu damn n3 MHTepHeTa, TONbKO
M3 NpoBepeHHbIX NCTOYHUKOB;

7. He oTkpbiBalh KOMMblOTEPHbIE hainbl, NOMy4YeHHble U3 HeHafeXHblX UCTOYHMKOB. Haxe Te dhannsl,
KOTOpble npucnarn TBOW 3HaKoMbIl. Jly4lle yTO4YHM Y HEro, oTApaBnsan nv oH Tebe ux.

Cetun WI-FI

Wi-Fi - 370 He BMA nepefayn AaHHbIX, HE TEXHONOrnsl, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
Huagepnanackas komnaHust 3apermctpupoBana 6peHg "WECA", yto obosHauano crnosocodeTaHune "Wireless
Fidelity", koTopbIi nepeBoaMTCA Kak "GecnpoBogHas TOYHOCTL".

[o Hawero BpeMeHn powrna gpyras abbpesuaTypa, KOTOpas SABMSETCS TaKOM e TexHornormen. 370
abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe ObINIO JaHO C HAMEKOM Ha CTaHOapT BbICLUEN 3BYKOBOW TexHukn Hi-Fi,
4YTO B NepeBofe 03Ha4vaeT "BblcOKasd TOYHOCTL".

[a, GecnnaTHbI MHTEPHET-JOCTYN B Kade, OTENsX U aspornopTax sIBMSeTCs OTMMYHOW BO3MOXHOCTBIO
BbIx0A4a B WHTepHeT. HO MHorve akcnepTbl cuuTalT, 4To obuwepoctynHele Wi-Fi cetm He saBndawoTca
©e3onacHbIMU.

CoBeTbl N0 6e3onacHocTK paboTbl B 06LLeaoCTynHbIX ceTax Wi-fi:

1. He nepepaBan cBol nuuHyto MHpopmauuto 4vepes obuiepoctynHele Wi-Fi cetn. Pabotas B Hux,
enaTtenbHO He BBOAMTb Naposiv JOCTyNa, JTIOMMHbLI U KakMe-To HOMepa;

2. Ncnonb3yn 1 0OHOBMSIN aHTUBUPYCHbIE NporpaMMbl U 6paHgMayep. Tem cambim Tl 06e3onacuilb cebs
OT 3aKayku BMpyca Ha TBOe YCTPOMNCTBO;

3. Mpu ucnone3oannm Wi-Fi otkntoun cyHkuymo "O0wmin goctyn Kk channam u npuHtepam”. daHHas
OYHKLUMSA 3akpbiTa MO YMOSYaHWIO, OAHaKO HeKOTOpble MONb30BaTENU aKTMBMPYKT ee Ana ygobctea
ncnonb3oBaHusa B pabote nnm yvebe;

4. He ucnoneayn nybnuynein WI-FI gns nepegayn nuyHbIX aHHBIX, HANpUMep 4118 BbIXo4a B coumanbHble
CETU UMW B 3NIEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmeHHoe coeanHenne vyepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAN UMeHHO "https://";

6. B mobunbHoM TenedoHe oTknoun dyHkumo "lMoakntoueHne k Wi-Fi aBTomatnyeckun”. He pgonyckan
aBTOMaTUYECKOro NOAKMYeHNs ycTponcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B Hally XW3Hb, MHOTWME JIOOU paboTaloT U XKMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apernctpypoBaH munnuapg YenoBeK, YTO SBMASETCA OOHOW CeAbMOWN BCEX XUTENewn nnaHeTbl.
MHorne nonb3oBaTtenu He NMOHUMAKOT, YTO I/IHCbOpMaLLI/Iﬂ, pa3melleHHaa MMn B coumnaribHbIX CETAX, MOXET ObITb
Ha|7|,ueHa M ncnosib3oBaHa Kem yroaHo, B TOM 4ucrne He obsazaTenbHO ¢ Gnarumm HaMepeHnamu.

OcHoBHble coBeTbl N0 6e30MacHOCTN B coLManbHbIX CETAX:

1. OrpaHunyb cnncok apy3en. Y 1ebs B Apy3baX HE AOMKHO ObITb CryvanHbIX U HE3HAKOMbIX NoAen;

2. 3awmwan CBOK YacTHYIO XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaTty TBOEro POXAeHUs U
APYIYI0 NINYHY0 MHOPMaLMIO. 310YMBbILLNEHHUKU MOTYT MCMOMNb30BaTh Aaxe MHOPMaLMIo O TOM, KaK Tbl U TBOM
poauTenu nnaHupyeTe NpOBECTU KaHWKYIbI;

3. Bawumwan cBoto penyTaumio - AepXu ee B YUCTOTe W 3agaBar cebe Bonpoc: xoTen Obl Tbl, YTOOLI Apyrne

nonb3oBaTenu BWOENMW, YTO Tbl 3arpyxaewb? [logymaii, npexge 4em 4YTO-TO OMyGnMKoBaTb, HanucaTb U
3arpysuThb;
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4. Ecnv Tbl TOBOPWLWb C JOAbMU, KOTOPbIX HE 3Haellb, He WCMONb3yii CBOe pearibHOe UMS U APYryto
MIMYHYIO MHPOPMALIMK: UMSI, MECTO XKUTENbCTBA, MECTO y4ebbl U NpoYee;

5. N3berawn pa3melleHus doTorpadun B IHTepHeTe, rae Tbl U300paXkeH Ha MECTHOCTU, MO KOTOPOWM MOXHO
onpegenuTb TBOE MECTOMOSIOXKEHME;

6. lMpu peructpauum B coumanbHOW CETU HEeOBXOOUMO WMCMOMb30BaTb CIOXHbLIE Maponun, COCTosLWME U3
OykB M UUp U C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ins coumanbHOM ceTn, NOYTbl U APYrNX CauTOB HEOOXOAMMO UCMONb30BaTh pasHble Naponu. Toraa ecnm
TeDs B3NomatoT, TO 3M0YMbILLMIEHHUKM MONyYaT JOCTYN TOMbKO K O4HOMY MECTY, a He BO BCE Cpaay.

3neKTp0|-||-|b|e AeHbrn

SJ'IeKTpOHHbIe OEHbIN - 3TO O4EHb yp,06HbIl7I cnocob nnaTexewn, ogHako CyLeCTBYHOT MOLUEHHWKN, KOTOpbIe
XOTAT NONYYUTb 3TN OEHbIN.

SJ'IeKTDOHHbIe OEeHbIM NoABUITINCb COBCEM HeaBHO U MMEHHO K3-3a 3TOr0 BO MHOIMX rocygapcreax o CUx
Nnop He NponncaHo Npo HMX B 3aKOHax.

B Poccun e oHVM PYHKUMOHMPYIOT M O HUX YXe MpOornuMcaHo B 3aKOHe, rae WX pasfernsioT Ha HEeCKOmbKo
BMAOB - @HOHVWMHbIE W HE aHOHWMMHble. Pa3sHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcs
npoBoanTb onepauun 6e3 maeHTUdUKaummM Nonb3oBaTens, a B HEAHOHUMHbIX MAeHTUdUKaUNa nonb3oBaTens
ABnseTca obsa3aTenbHON.

Takke cnegyeT pasnuuaTb 3MEKTPOHHble MaTHble AeHbrM (paBHbl FOCYAapPCTBEHHbIM BanoTam) u
3NEKTPOHHbIE HedmaTHble AeHbrM (He paBHbl rOCYAapCTBEHHBIM BanoTam).

OcHOBHble COBETbI N0 B6e3onacHomn paGOTe C 3J1eKTPOHHbIMU OE€HbraMu:

1. MNpuBsxn K cyeTy MOBUNBHBINM TenedoH. 3To caMblil yOOBHbBIN U BbICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYN
K cyeTy. MpuBs3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBOW MNATEXHLIN Naponb UM 3angellb Ha CaunT ¢
HEe3HaKOMOro YCTPOWCTBA;

2. Ncnonb3yn ogHopasoBble naponu. Nocne nepexofa Ha yCUneHHyk aBTopusaumio Tebe yxe He Bypet
yrpoXxatb ONaCHOCTb KpaXu Unu nepexsarta niaTtexXHoro napons;

3. Bbibepu cnoxHbin naposnb. lNpecTynHukam OyAeT He NMpoCTO yragaTtb CROXHbIA Maponb. HagexHble
naponu - 3TO Naponu, KoTopble cogepXaT He MeHee 8 3HaKOB M BKMOYalOT B ceOHA CTPOYHbIE UM MPOMUCHBIE
OyKBbl, LUMPPbl M HECKONbKO CMMBOJSIOB, TakMe Kak 3HaK fgonnapa, (oyHTa, BOCKNMUATENbHbIA 3HAaK U T.M.
Hanpumep, $tRONng!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE HA CalTax, KOTOPbIM He JOBepsELlb.
OneKTpoHHasa noyTa

OneKkTpoHHas noyTa - 3TO TEXHOMOrMs U MNpeaocTaBnsieMble €l YCryrn Mno nepecbiike U MonyvYeHuto
3NEKTPOHHbIX COOOLLEHNIA, KOTOPbIE pacnpefensoTcst B KOMMNbIOTEPHON ceTh. OObIYHO 3NEKTPOHHbIA MOYTOBHIN
AWK BbIMMAANT crnegyowmum obpa3om: nms_nonb3oBaTens@umMsa_goMeHa. Takke Kpome nepegadqnm npocToro
TEKCTa, UMeeTCHa BO3MOXHOCTb nepeaasaTtb oansbl.

OcHoBHble coBeThI N0 6Ge3onacHom paboTe ¢ 3NEKTPOHHOM NOYTOWN:

1. Hago BbiGpaTb npaBWiibHbIA MOYTOBLIN CEPBUC. B MHTEpHETe eCTb OrpoMHbIN BbIOOp OecnnaTHbIX
NOYTOBbLIX CepBMCOB, OOHAKO Ny4lle AOBEPATb TEM, KOIro 3Haellb U KTO I'IepBbIl7I B pe|7|T|/|Hre;

2. He vykasbiBah B 1NWYHOW MOYTE JNWUYHYK  UMHopmauuto. Hanpumep, nydwe BbiOpatb
"My3blkanbHbIi_aHaT@" unm "pok2013" BmecTto "Temal3";
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3. Ncnonb3yn gByxaTanHyto aBTopu3auuio. OTO Koraa NoMMMO Napons HY>KHO BBOAUTL KoA, NPUCHINTAaeMbIi
no SMS;

4. BbiGepwn crioxHbl naponb. [nst Kagoro NoYTOBOro SILMKA AOMMKEH ObiTb CBOW HaAEXHbIN, YCTONYMBEIN
K B31IOMY Naporb;

5. Ecnun ecTb BO3MOXHOCTbL HanMcaTb CaMoOMy CBOM NINYHbLIVA BOMPOC, NCMOMb3Yyh 3TY BO3MOXHOCTb;

6. Micnonb3yii HeCKONbKO NMOYTOBbLIX ALWMKOB. [epBblit A4S YacTHOW Nepennucky ¢ agpecataMu, KOTOPbIM Thbl
fAoBepsielb. 3TO 3MEKTPOHHbIN aapec He Hado UCMoMNb3oBaTh NPY PErMcTpauum Ha dopymax 1 canTtax;

7. He oTkpbiBai thainbl U Apyrne BAOXeHUs B MMCbMax, JaXe €CNu OHU NPULLIK OT TBOMX Apy3en. Jlyuwle
YTOYHM Y HUX, OTNPABMANN NN OHKU Tebe 3Tn hanneb;

8. lNMocne okoH4YaHus paboTbl HA MOYTOBOM CepBUCE Mepen 3akpbITUEM BKMNagkM C canTom He 3abyab
HaxxaTb Ha "Bbintun".

KMGepﬁyﬂﬂMHl’ Unu BupTyanbHoe n3geBartenbCTtBO

KnbepObynnuHr - npecrnegoBaHne coobLLEHNSIMU, CoAepXalluMMn OCKOpPOneHusi, arpeccuto, 3anyrMBaHue;
XYJNUFraHCTBO; coLmanbHoe 60MKOTUPOBaHME C MOMOLLBLIO Pa3fNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeThbl N0 6opbbe ¢ kKMGepObyNNUHroM:

1. He 6pocarncsa B 6own. Jlyqwnii cnocob: nocoBeToBaThCs Kak cebsd BECTM U, eCnn HET TOro, K KOMY MOXHO
06paTuTbCs, TO BHaYane ycnokomTtbes. Ecnn Tl Ha4YHeLLb OTBeYaTh OCKOPOBIEHNAMN Ha OCKOPONEHNS, TO TOMbKO
elle BonbLue pasoxokeLlb KOHMINKT;

2. YnpaBnsan cBoewn knbeppenyTaumnen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTByIOT CnocoObl BbISICHUTb, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He cTonT BECTM XyInUraHCKuin obpas BUPTYyaribHOM XU3HU. VIHTepHEeT uKcnpyeT BCe TBOM AEUCTBUS U
COXpaHseT ux. YganuTb ux byaeT kpanHe 3aTpyaHUTENbHO;

5. Cobnitogan cBoto BUPTyalnbHYHO YeCTb CMOSIOAY;

6. VIrHopupyn eavHudHbIi Heratm. OgHOpa3oBble OCKOPOUTENbHbIE COODLLUEHUS ny4lle UrHOPUPOBAaTb.
O6bI4yHO arpeccus npekpallaeTcs Ha HavanbHOM CTaguu;

7. BbaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOOLLEHUAMW, B COLMAsbHbIX CETSX eCTb
BO3MOXHOCTb GJIOKMPOBKM OTNPaBKM COOBLLEHWIA C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTens Km6ep6ynnMHra. TBon gencreus: BbICTYNUTb NPOTUB NpecrnenoBartenid, nokasaTtb
eMy, 4TO ero OEeNCTBMS OLIEHMBAOTCA HeraTUBHO, nogaepXatb XepTay, KOTOpOl‘/'I HY>XHa TMncuxonorn4yeckas
MOMOLLIb, COOOLNTL B3pPOCI1bIM O CbaKTe arpeccmBHoOro noeegeHmns B ceTu.

MobunbHbIN TenecgoH

COBpeMeHHbIe CMapT(bOHI:I N NnaHweTbl cogepxxaTt B cebe BronHe BSpOCJ'IbII7I q)yHKLI,I/lOHaJ'l, N Tenepb OHU
MOTryT KOHKYpPUpOBaTb CO CTauMOHAPHbLIMU KOMIMbOTEPAMMWU. OgaHako, cpencTB 3awunTbl And NoAo6HbIX yCTpOI?ICTB
NoKa O4YeHb marlo. TeCTVIpOBaHVIe M NOUCK yFI3BVIMOCTel7I B HMX MPOUCXOOUT HE TaK MHTEHCUBHO, KaK A5ld MK, 1o
e camoe KacaeTcs U MOBUNbHbIX I'IpVIJ'IO)KeHVIVI.

COBpeMeHHbIe MOOUMbHbIE 6pay3epbl yXe npakTtnvyeCkn p[orHann HacTolbHble aHanoru, o[gHako
paclmnpeHue (*)yHKLI,VIOHaJ'Ia BneYeT 3a cobon 60]'IbLIJyPO CINOXXHOCTb U MEHbLUYI0 3allULLEeHHOCTb.

[daneko He Bce NpPOM3BOAMTENWN BbIMyCKalOT OOHOBNEHMS, 3aKpbiBalOLMe KPUTUYECKME YA3BMMOCTU O11S
CBOWX YCTPOWCTB.
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OcHoBHble coBeTbl ANs 6e3onacHOCTN MOBUNBHOro TenedgoHa:

Hunuero He sBnsietcs no-HacrtoALwemy GecnnaTtHbIM. Eyﬂb OCTOpPOXeH, Bedb Koraa Tebe npegnaratT
©ecnnaTHbIf KOHTEHT, B HEM MoryTt ObITb CKPbITbl KaKne-To nnaTtHble YCIyru;

Oyman, npexae yem oTtnpaButb SMS, doTo mnu Bugeo. Tbl TOYHO 3HaelWb, rge OHW ByayT B KOHEYHOM
utore?

Heobxoanmo 06HOBMNATE OnepaunoHHY0 CUCTEMY TBOEro CMapTdOoHa;
Mcnonb3yi aHTMBUPYCHbIE NporpaMMbl 4518 MOBUbHbIX TenegoHoB;

He 3arpyxkail npunoxeHusi OT HEU3BECTHOIO MCTOYHMKA, BeAb OHW MOryT copepkaTb BpeAoHOCHOe
nporpaMmHoe obecneyeHune;

Mocne TOro Kak Tbl BbIAELb C canTa, rae BBOAMWI NINYHYI0 MHCbopMaUmio, 3aian B HAacTpoKikn Gpaysepa u
yoanu cookies;

Meproanyeckn NpoBepsii, Kakne nnaTHble YCNyrn akTMBMPOBaHbl HA TBOEM HOMEPE;
[JaBaii cBOM HOMep MOBUIBHOTO TenegoHa TONbKO NMOAAM, KOTOPbIX Thl 3HAELLb U KOMY AOBEpPSiELLb;

Bluetooth gomxeH GbITb BbIKMIOYEH, KOrga Thl UM He Nofb3yellbcsa. He 3abbiBan MHOrAa NpoBepsiTh 3TO.
Online urpbl

CoBpeMeHHble OHNAaWH-UrPbl - 3TO KPacoyHble, 3axBaTbiBaloliMe pasBreyeHus, OObeanHSIoWmMe COTHM
TbICAY YenoBeK Mo Bcemy mupy. Urpokn nccneayroT AaHHbIA UM Mup, obLialoTca Apyr C OPYroM, BbINOMHSAT
3afaHns, CpaxalTCd C MOHCTpaMu M MonyyalT onbiT. 3a YAOBOMNbCTBME OHM MAATAT: MOKynarT AMCK,
onnaynealoT aboHeMeHT unm npuobpeTaroT Kaknue-To onuumn.

Bce aTM cpeactBa umayT Ha MNOAAepXaHWe W pas3BuTME Wrpbl, a Takke Ha camy 6e3onacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOpPM3aLun, BbiNyCcKaloTCA HOBble naTtun (UndpoBble 3annaTkv And nporpamm),
3aKpbIBalOTCA YA3BMMOCTU CEPBEPOB.

B nogoGHbIX nrpax CTouT onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napond, Ha
KOTOpPOM OCHOBaHa CUCTeMa aBToOpu3auunmn OonblUMHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTU TBOEro UFPOBOro akkayHTa:

1. Ecnn gpyroit urpok BedeT ceGs nioxo unu cosgaeT Tebe HenpuATHOCTW, 3aGOKMpYR ero B Crvcke
UrPOKOB;

2. I'I0>Kany|7|c;| agMUHUCTPaTopamM Urpbl Ha nnoxoe noBeaeHune 3TOro Urpoka, XenarternbHO MPUNoOXuTb
KakKne-To goKa3aTtesibCTBa B BUOE CKPUHOB;

3. He ykasbiBan nnyHyo nHpopmaumio B npodainne urpsl;
4. YBaxai apyrux y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeoduLmMansHble NaTtin n Moabl;

6. Vicnonb3yi CrnoxHble 1 pasHble naponu;

7. Jaxe BO Bpems Urpbl He CTOWUT OTKMYaTb aHTUBMPYC. [loka Tbl urpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

PULWNHT Unu KpaXxa NINYHbIX OaHHbIX
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OObIYHON KpaxeW [eHer W [OOKYMEHTOB CEerodHsl yXe HUKOro He YyOMBWWb, HO C pasBUTMEM
WHTEPHET-TEXHONOIMIA 3MI0YMbILLNIEHHVKMA NMEPEMECTUIINCL B UHTEPHET, U MPOAOKAOT 3aHMMaTbes "NMioGuMbIM"
Oernom.

Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLEHHNYECTBA Uy (PULLKHTF, rMaBHas Lefb KOTOPOro COCTOUT B
nonyyeHnn KoHpuaeHUManbHbIX AaHHbLIX Nonb3oBaTenen - NOrMHOB U naponen. Ha aHrnuickom a3bike phishing
yntaetca kak mwmHr (oT fishing - peibHas noens, password - napornb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULNHIOM:

1. Cneanm 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOSI aHKeTa Obina B3nomaHa, To
Heob6xoaMMOo 3abrIoKMpPOBaThL €€ U COOOLWMTb aAMUHNCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. |/]CI'IOJ'II:3yl71 Oe3onacHble Beb-caThbl, B TOM YMChe, MHTEPHET-MarasmHoB N NMONCKOBbIX CUCTEM;

3. Vcnonb3yn crnoxHble 1 pasHble naponu. Takmm obpasom, ecnn T1ebs B3NOMatoT, TO 3/10YMbILLSIEHHMKN
nosiydat AOCTYN TOMbKO K OAHOMY TBOEMY NPOdU0 B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To HeOOXoAMMO MpefynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOpble A00OaBneHbl y
Tebs B Opy3bsax, O TOM, 4YTO Tebs B3lomanu 1, BO3MOXHO, OT TBOEro UMeHn ByaeT pacchinatbCa cnam U CCbIfku
Ha PULLNHIOBbIE CanTbl;

5. YcTtaHoBu HagexHbin napornb (PIN) Ha MoGunbHbIM TenedoH;
6. OTkntoUM coxpaHeHne napons B Opaysepe;

7. He oTkpbiBai thainbl U Apyrne BAOXeHUs B MMCbMax, JaXe €CNu OHU NPULLIK OT TBOMX Apy3en. Jlyuwle
YTOYHM Y HUX, OTNPABMANN N1 OHKU Tebe 3Tn hannsbl.

LUundposas penytauus

LUndposas penytauusa - 3TO HeraTMBHas WNM No3WTUBHasA UWHgopmauus B cetm o Tebe.
KomnpomeTupytowasa nHpopmauus, pasmelleHHas B MHTEpPHETe, MOXET Cepbe3HbiM 00pa3oMm OTpasuTbcs Ha
TBOEW peanbHON XusHu. "Liudposas penytaums” - aTo TBON UMUK, KOTOPbIN dhopMmupyeTcs ns nHdopmarmm o
Tebe B UHTEpHETE.

TBOE MecTo XuUTenbCcTBa, y4ebbl, TBOE (PMHAHCOBOE MOMOXEHWe, 0OCOBEHHOCTN XapakTepa U pacckasbl O
GrM3KMX - BCE 3TO HakanMBaeTCs B CETU.

MHorne nogpocTKM FErKOMBLICIEHHO OTHOCATCHA K MyGnvkauumn NUYHOWM WHopmaumm B VIHTepHeTe, He
NMOHMMas BO3MOXHbIX NOCrNeAcTBUI. Thl AaXe He CMOXeLlb JoragaTbCa O TOM, 4To dpoTorpadus, pasMmeLleHHas
5 net Ha3ag, cTana nNpuMYMHON OTKasa NpPUHATL Tebsa Ha paborTy.

KommeHTapun, pasmelleHne TBoux dpotorpaduii U Apyrme OencCTBUMA MOTYT HE MUCYE3HYTb Aaxe nocrne
TOro, Kak Tbl UX yAanuiib. Tbl He 3Haellb, KTO COXpaHur 3Ty MHdOpMauuio, rnonana i oHa B MOWCKOBbIE
CUCTEMbI U COXpaHWnacb N OHa, a rMaBHOe: YTO MOoAyMalT O Tebe OoKpyxawlime Nan, KoTopble HangyT u
yBMOAT 370. Hantu mHdopmaumuio MHOro net crnycts CMOXeT Mbon - kak U3 JoBpbix NOBYXAeHWW, Tak U C
HaMepeHneM NPUYMHNUTL Bpes. OTO MOXKET ObITb KTO YrogHo.

OcCHOBHbIe COBETbI MO 3aLuTe LM POBON penyTaumnm:

1. Mopymawi, npexae Yem 4TO-TO Ny6nMKoBaTh M NepegdasBaTh y cebs B 6nore nnm B coumanbHom ceTw;

2. B HacTtpoukax npocunsa yctaHOBM OrpaHMYeHuUs Ha NMPOCMOTP TBOEro Npoduns U ero CoaepXxmmoro,
caenawn ero TornbKo "Ans apysen”;

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLUIO, KOTOPasi MOXET KOro-bo ocKoponaTb UNn obmkaTth.

ABTOpCKOE npaBo
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CoBpeMeHHble LUKOMbHUKK - aKTUBHbIe Morb3oBaTeny LngpoBoro npoctpaHctea. OgHako Aaneko He Bce
3HalOT, 4YTO MONIb30BaHWE MHOIMMMU BO3MOXHOCTAMM LMPOBOrO Mupa TpebyeT cobrnogeHns npaB Ha
WHTENNeKTyasnibHyt0 COGCTBEHHOCTb.

TepMI/lH "I/IHTeJ'IJ'IeKTyaJ'IbHaﬂ COBCTBEHHOCTL" OTHOCUTCS K pas3nnyHbIM TBOPEHUAM 4ernoBedYeckoro yma,
Ha4ynHada C HOBbIX I/I3O6peTeHI/Il7I M 3HaKoB, 0003Ha4alLNX COOCTBEHHOCTb Ha NPOAYKTbI N YCIYyrn, N 3akaH4YnBas
KHUramm, CbOTOFpad)VIFIMVI, KVIHO(bI/IJ'IbMaMVI N My3blKallbHbIMU NMpoun3BeeHUAMN.

ABTOpCkME NpaBa - 3TO NpaBa Ha WHTENMeEKTyanbHYld COOCTBEHHOCTb Ha NPOU3BEOEHUS HayKMu,
niutepatypbl M UCKyccTBa. ABTOpPCKME nMpaBa BbICTYNalOT B KayecTBe rapaHTum  TOro, 4To
WHTENNEKTYanbHbIN/TBOPYECKUA TPy aBTopa He OydeT HanpacHblM, OacT eMmy CrpaBeasfvBble BO3MOXHOCTM
3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa, nonyyYnTb N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelueHus aBTopa
He MOXeT BOCMPOM3BOAMTb €ro npov3BedeHue, pacnpocTpaHATb, NyGIUMYHO AEMOHCTpMpOBaThb, MpogaBaTb,
UMNopTUpOBaTb, NMyckaTb B MPOKaT, NyOGNNMYHO UCNOMNHATL, NOKa3biBaTb/MCNONMHATE B admpe unm pasmellatb B
WHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMMHOro oGecneyeHnst MoXXeT NPUBECTU K MHOTVM pUckaMm: OT noTepu
JAaHHbIX K TBOMM akkayHTam A0 GIIoKMPOBKM TBOEro YCTPOWMCTBa, e YCTaHOBIeHa HeneranbHasi nporpamMmva. He
CTOMT Takxke 3abblBaTh, YTO CYLLECTBYIOT fneranbHble U 6ecnnaTHble NporpaMMbl, KOTOPbIE MOXXHO HalTK B CETH.

O noprane

CeTeBVI‘-IOK.p(*) - TBOW MNaBHbIA COBETYMK B CETU. 34eCb Tbl MOXeELUb y3HaTb O Ge3onacHoCTn B ceTu
NMOHATHBIM U AOOCTYNMHbIM A3bIKOM, a NMpPpU BO3HUKHOBEHWUU KpVITVI‘-IeCKOVI cutyauum O6paTVITbC$-| 3a coseTtoMm. A
TakKkKe NPUHATb y4acTne B KOHKypCax U CTaTb CaMbIiM LLI/ICprBbIM Fpa)KJJ.aHI/IHOM!

Mpunoxexne N 3
NAMATKA Ons POOUTENENA O6 NH®OPMALIMOHHOW BE3ONACHOCTU OETEU

OnpepneneHne TepMnHa "MHdbopMaumoHHas 6e3onacHocTb aeten" cogepxutcs B PegepanbHom 3akoHe N
436-93 "O 3awmte geten oT MHAOPMaLMK, NPUYMHSIIOLLEN Bped UX 300POBbI0 U pasBUTUIO", PerynmpyoLimm
OTHOLUEHMS, CBA3aHHble C 3awuTou JeTen OoT WMHGOPMauMK, MNPUYUHAIOWEN Bped WX 340pOBbH0 U (Mnu)
passutuio. CornacHo JAaHHOMYy 3akoHy "wHdopmaumoHHas 6GesonacHocTb pfeten" - 39TO  COCTOsIHWME
3aLUMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIA C MPUYMHEHUEM MHOPMaLmen Bpeaa nx 3aopoBbio
n (Mnn) pusnyeckomy, NCUXMYECKoMy, AyXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro gakoHa N 436-®3 nHhopmaumen, NnpuunHALWEN Bpes, 300pOBbI0 1 (MK) pasBUTUIO
aeten, asnsetcs:

1. HbopmaLms, 3anpeLleHHast Ans pacrnpocTpaHeHns cpeau aeTen;

2. vHdopMaumns, pacrnpocTpaHeHUe KOTOPOW OrpaHu4YeHo cpean AeTen onpefeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHhopmaumm, 3anpeLLeHHon s pacnpocTpaHeHns cpeau geTen, OTHOCUTCS:

4. nHgopmauusa, nobyxaawllaa OeTeid K CoOBEepLUeHV0 OEUCTBUM, NPeACTaBNAWMNX Yrpo3y UX XKU3HU U
(Mnn) 300pOBbIO, B T.4. NPUUNHEHUIO Bpeda CBOeMy 3[0POBblo, CaMOyGUIACTBY;

5. cnOCOBHOCTL BbI3BaTh Yy AETeN XenaHne ynoTpebutb HapkoTu4eckne cpenctea, NCUXOTPOMHbIE U (UNn)
ogypMaHuBaloLme BellecTBa, TabayHble M3Oenusi, ankorofibHyl0 M ChMpTOCOAepXKallyto NPOAYKLMIO, NUBO U
HanuTKW, N3roTaBnMBaeMble Ha ero OCHOBE; MPUHATL y4YacTue B a3apTHbIX Urpax, 3aHMMaTbCs NPOCTUTYLUMEN,
OpoasKHNYECTBOM MMM NONPOLLANHNYECTBOM;

6. obocHoBbIBalLWasi unM onpaegbiBaLas AOMNyCTUMOCTb Hacunusa un  (MnNKn) XecTtokoctTn nubo
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no6y>|<p,a+ou.|,aﬂ OCYyLLECTBIIATb HACUJIbCTBEHHbIE DENCTBMS MO OTHOLLEHWUIO K NIOAAM U XXUBOTHbIM;

7. oTpyuatoLlasi ceMeiiHble LIeHHOCTM U hOpMUPYHOLLLAs HEYBaXeHWE K poanTensmM v (Mnu) Apyrum vneHam
cembM;

8. onpaBabiBatoLLlasi NPOTUBONPABHOE NMOBEAEHNE;
9. cogepaliasi HeLleH3ypHyto BpaHb;
10. cogepxallasa MHopMaLmio NOpHOrpau4ecKoro xapakrepa.

K wuHopmaumm, pacnpocTpaHeHne KOTOPOW OrpaHu4eHo cpeau AeTen onpedeneHHoro Bo3pacTa,
OTHOCUTCS:

1. uHdopMauus, NpeacTaBnsieMasi B Buae M3obpaxkeHns Ui onucaHns KeCTOKOCTU, (OU3NYEeCcKoro 1 (1nu)
NCUXUYECKOTO HAaCUMNUA, NPECTYNMNEeHNs UMK MHOTO aHTMOBLLIECTBEHHOIO OENCTBUS;

2. Bbi3blBaloOllas y OeTel CTpax, yXac WMNu NaHuky, B T.4. NpeAcTaBnsieMasl B BuOEe M300paxkeHus unu
ONUCaHNA B YHWXKaloLed YenoBeyeckoe [AOCTOMHCTBO (hopMe HeHacUIbCTBEHHOM cMmepTu, 3aboneBaHus,
camoyGuIACTBa, HECYACTHOIO Criyyas, aBapuv Unmn katacTpodbl U (MNn1) UX NOCIeacTBUM;

3. npeacraensiemas B BuAe WU300paKeHUs1 MIIM ONMCAHMS MOJSIOBbIX OTHOLUEHUI MEXAY MYXYMHON M
KEHLLMHOW;

4. copepxalas bpaHHble CNoBa U BbIPaXXeHWs!, He OTHOCALLMECS K HeLleH3ypHon BpaHu.

C y4eTOM 3TOro Bam npegnararoTca npasuna pa6OTbI B CeTn MHTepHeT Aanda pasfnnyHbiX BO3pPacCTHbIX
KaTeFOpVIVI, cobniogeHue KOTOPbIX MO3BOJINT obecneunTb I/IH(bOpMaLI,VIOHHyIO ©e30nacHOCTb BalUMX OETEN.

O6wwme npaBuna ans poautenemn

1. HesaBucumo oT BospacTa pebGeHka WCMONb3yiUTe MporpaMmHoe obecrnedeHue, MNoMorallee
dunbTpoBaTh U KOHTPONUpPoBaTb MHAOPMALIMIO, HO He MnonaraiTecb MOMHOCTLIO Ha Hero. Balle BHUMaHue K
pebeHKy - rmaBHbI MeToq 3aLLUThI.

2. Ecnu Baw pebeHOK MmMeeT akkayHT Ha Of4HOM M3 coumanbHbix cepBucos (LiveJournal, blogs.mail.ru,
vkontakte.ru un 1.n.), BHUMATEMNBbHO U3y4nNTE, Kakyto MHAOPMALNIO NMOMELLLAIOT ero y4aCcTHUKN B CBOMX NPOUnsx u
6norax, Bkno4vas otorpadun n BUAEO.

3. MNpoBepbTe, C KakMMKM OPYrMMK camTamm CBsi3aH couuManbHbii cepBuc Bawero pebeHka. CTpaHuyku
Bawero pebeHka moryT 6bITb Ge3onacHbIMKU, HO MOTYT U codepXaTb CCbIIKM Ha HexenaTerbHble M OnacHble
canTbl (Hanpumep, NOPHOCAWT, WM CaWT, Ha KOTOPOM ApYyr ynoMuWHaeT HOMep cOoToBOro TernedoHa Bawero
pebeHka unu Baw gomaluHui agpec)

4. Moowpsante Bawwux geten coobwats 060 BCeEM CTPAHHOM WU OTTANKMBAKOLWEM U HE CIULLKOM OCTPO
pearnpynTte, Korga oHU 3TO AenaroT (U3-3a onaceHnsa NOTepATb 4OCTYN K MHTEpHETY AeTn He rOBOPAT pOAUTENSM
0 nNpobrnemax, a Takke MOryT Ha4aTb UCMOMb30BaTb NIHTEPHET BHE 4OMA W LLKOSbI).

5. byabTe B Kypce ceTeBOM »xu3HN Bawwero pebeHka. VIHTepecynTech, KTO NX apy3bs B VIHTEpPHET Tak xe,
Kak MHTepecyeTeCb pearibHbIMU OPY3bAMMN.

BospacTt o1 7 go 8 net

B VMHTepHeTe pebeHok cTapaeTcs MOCETUTb T€ UMW MHble CalTbl, @ BO3MOXHO W YaTbl, pa3peLlueHve Ha
noceleHne KOTopbIX OH He nonyyun 6bl oT pogutenen. [oatomy poguTensm ocobeHHO nonesHbl ByayT Te
OoT4YeTbl, KOTOpble MNPedOCTaBNATCA MporpaMMaMy MO OrpaHUYeHuno  ucnomnb3oBaHus WHTepHeTa, T.e.
Poantenbckuin KOHTPOMb UNK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX (hannax. B pesynbrate, y pebeHka He
OyneT oulyLeHWs, YTO 33 HUM BeOeTCs MOCTOSHHbIA KOHTPOSb, OAHAKO, PoaMTenu GyayT no-npexHemy 3HaTb,
Kakve canTbl nocewjaeT mx pebeHok. et B AaHHOM Bo3pacTe 06nagalT CUIbHbIM YYBCTBOM CEMbM, OHWU
AOBepYMBbl U He COMHeBatTCa B aBToputeTax. OHuM nobAT urpatb B CeTeBble UIpbl U MyTelwecTBoBaTb MO
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VHTEpHETY, NCNorb3ysi SMEKTPOHHYIO NMOYTY, 3aX0A4MTb Ha calTbl U YaTbl, HE PEKOMEHA0BaHHbIE POAUTENSMU.
CoBeTbl N0 6e3onacHocTu B ceTn VIHTepHeT anga aeten 7 - 8 net

1. Co3gante cnuCOK AOMAalLUHMX MpaBun nocelleHuss MIHTepHeTa npu ydactum getern n Tpebynte ero
BbINOSTHEHUS.

2. Tpebynte ot Bawero pebeHka cobnogeHns BpeMeHHbIX HOPM HaxoXaeHUs 3a KOMMboTepoM. [NokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HAM He NoToMy 4To Bam 31O xoyeTcs, a noTomy 4To Bbl GecnokonTecb 0 ero
6e3onacHoOCTM 1 Bcerga rotoBbl €My MOMOYb.

3. KomnbloTep ¢ noakntoyeHnem kK VIHTepHeTy OOImKEH HaxoguTbCA B OOLLEN KOMHaTe nog MpUCMOTPOM
poauTenen.

4. VlCﬂOJ'Ib3y17ITe cneunarnbHble OETCKMUE NONCKOBbIe MALUNHbI.

5. Wicnonb3ynte cpeactea GNOKMPOBaHUSA HEXeNaTenbHOrO0 KOHTEHTa Kak [OMOSIHEHWE K CTaHAapTHOMY
PoantenbLckoMy KOHTPONIO.

6. Co3faiTe ceMelHbli 3NeKTPOHHbLIV ALWKK, YTOBLI He NO3BONUTL AETAM UMEeTb COBCTBEHHbLIE aapeca.

7. briokvpyinTe gocTtyn K cantam ¢ 6ecnnaTHbIMM MOYTOBLIMM SALMKAMU C MOMOLLbIO COOTBETCTBYIOLLENO
nporpammHoro obecneveHus.

8. MpuyunTe geten coeToBaTbcs ¢ Bamun nepen onybnunkoBaHneM kakom-rnmbo nHdopmMaumm cpeacteamm
3MEKTPOHHOM MOYThI, YaTOB, PErMCTPALNOHHBLIX (POPM U Npodunen.

9. Hayuute geTen He 3arpyxaTtb hainbl, NporpaMmMbl Uiy My3biKy 6e3 Ballero cornacusi.
10. He paspeluainte getsiMm ncnosnb3oBath CryXbbl MTHOBEHHOrO 0OMeHa coolLLeHnAMMU.

11. B "Genbln" cnuUcoK cCalToB, paspeLleHHbIX AN MOCELleHUs, BHOCUTE TONbKO CalTbl C XOPOLLEMN
penyTaumnen.

12. He 3abbiBanTe becegoBath ¢ geTbMu 06 nx apy3bax B IHTepHeTe, kak ecnu 6bl peysb wwna o gpy3bsx B
peanbHOWN XWU3HW.

13. He genawnTte "taby" n3 BONpoCOB NMOJSIOBOW XWU3HU, Tak Kak B IHTEpHETe OeTU MOTyT JIerko HaTKHYTbCS
Ha nopHorpaguio UnNn canTbl "4nga B3pOCsbIX".

14. MpuyunTe Bawwero pebeHka coobLyaTte Bam O NobbIX yrpo3ax unm TpeBorax, CBsi3aHHbIX ¢ VIHTepHeTOM.
OcTaBanTecb CNOKOMHBIMM M HANOMHUTE AETAM, YTO OHM B 6e30MacHOCTW, ECNIN CaMy paccKasanu Bam O CBOUX
TpeBorax. [oxBanuTte ux u NOCOBETYNTE MOAOWTU ellle pa3 B NOAOOHbIX Cryyasx.

Bo3spacTt geten ot 9 oo 12 ner

B paHHOM Bo3pacTe [eTw, Kak MpaBuno, yXe HacnbllaHbl O TOM, Kakasi MHopMauusi CyLLlecTBYeT B
WHTepHeTe. CoBepLUEHHO HOPMarbHO, YTO OHWU XOTHAT 3TO YBUAETb, MPOYECTb, yCnbiwaTb. [Mpu 3TOM HyXHO
MOMHMWTb, YTO AOCTYN K HexenaTernbHbIM MaTepuanam MOXHO Ferko 3abnokupoBaTb Mpy NMOMOLLM CPeacTs
Poantensckoro KOHTposs.

CoBeThl No 6e3onacHocTy Anst geter ot 9 go 12 net

1. Cospganite CnMCOK OOMAaLWIHUX MpaBun nocewenns VIHTepHeT npu ydactum geten u TpebyihTte ero
BbINOJIHEHUA.

2. Tpebyiite oT Baluero pebeHka cobnogeHns HOpM HaXOXOEHUS 32 KOMMbIOTEPOM.

3. HabniogawnTte 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, NMOKaXUTE emy, YTo Bbl BecrnokonTechb O ero
6e30nacHOCTM 1 Bceraa rotoBbl OKa3aTb eMy MOMOLLb.
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4. KomnbloTep ¢ nogknodeHMeM B MIHTEpHET OOMMKEH HaxoamTbCsi B OOLLE KOMHaTe nog nNpuCMOTPOM
poauTenen.

5. |/|CI'IOﬂb3yl7|Te cpencrtea 6.I'IOKI/IpOBaHVIFI HeXelnaTesNlbHOro KOHTeHTa KakK AOMNoJfIHeHune K CTaHOapTHOMY
POD,VITeJ'IbCKOMy KOHTpPOIHO.

6. He 3abbiBanTe npuHUMaTh HENOCPEACTBEHHOE yyYacTue B XnsHu pebeHka, 6eceqoBatb ¢ AeTbMu 06 nx
Opy3bsix B VIHTepHeTe.

7. HactamnBanTte, 4toGbl 4ETU HUKOTAA HE COrnallanmch Ha NMYHble BCTPEYM C Apy3bsmMu Nno VIHTepHeTy.

8. Mo3BonanTe geTaM 3axo4uTb TONbKO Ha canThbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMM.

9. MpuyunTe geTen HUKOraa He BbldaBaTb NINYHYHO MHOPMaLMIO CPeaCcTBaMMN 3NIEKTPOHHOM NOYTLI, YaToB,
CUCTEM MIHOBEHHOIO O6MeHa COOOLLEHUAMK, PETMCTPALMOHHBLIX OPM, NNYHBIX NPOdUNen 1 Npu perncTpauumn

Ha KOHKypChbl B VIHTepHeTe.

10. MpuyynTe OeTel He 3arpyxaTb NporpaMmMbl 6e3 Balero paspelueHusi. OGbsACHUTE UM, YTO OHU MOTYT
CryyaiiHO 3arpysuTb BMPYChl UKW APYroe HexenaTernbHoe NporpammHoe obecrnevyeHue.

11. Cosnaite Balwemy peGeHKy orpaH1MyYeHHYH YYeTHYIO 3anuch Ana paboTbl Ha KOMMbIOTEpE.

12. MNpuyunTte Bawero pebeHka coobulaTte Bam 0 NoGbIX yrpo3ax Unm TpeBorax, CBsA3aHHbIX C VIHTepHeToOM.
HanomHute AaeTdam, 4YTo OHU B 6e3OI'IaCHOCTI/I, €CInn caMu pacckasasnu BaM O CBOUX TpeBorax u onaceHusax.

13. Pacckaxute getsim o nopHorpadumn B IHTepHeTe.

14. HactamBawnTe Ha TOM, YTOObI AeTU NPeaoCTaBnsanM BaMm AOCTYN K CBOEWN SMEKTPOHHONM NoyTe, YToObI Bhbl
y6eaunuck, YTo OHU He OBLLaOTCs C HE3HaKoMLaMu.

15. O6bsACHUTE AETAM, YTO HEMb3A UCMONb30BaTh CETb AN XYNUraHCTBa, PacnpoCcTpaHeHUs CreTeH Unu
yrpos.

Bo3spacTt geten ot 13 no 17 net

B aToM Bo3pacTe NoApOoCTKM aKTUBHO MUCMOMb3YHOT NOUCKOBbIE MaLUWUHbI, NOSb3YTCS 3NIEKTPOHHOM NOYTOMN,
cnyx6amMy MrHOBEHHOro o6MeHa COOBLLEHUSIMU, CKauMBaOT My3blky U unbMbl. Manbyvkam B 3TOM BO3pacTe
Gonblle Mo HpaBy CMeTaTb BCE OrpaHWYEHMs, OHWU XaxayT rpyboro romopa, asapTHbIX Mrp, KapTUHOK "Ons
B3pocnbIx". [leBoyku npegrnoymTaloT oblaTtbcs B 4aTtax, NpyM 3TOM OHW ropasgo Goree 4yBCTBUTEMbHbI K
cekcyanbHbIM IoMoraTenbcTBam B MIHTepHeTe.

3avacTyto B J@aHHOM BO3pacTe poAUTENSM YXXe BeCbMa CMOXHO KOHTPONMPOBaTb CBOMX AETEW, Tak kak 06
VIHTEpHETE OHM YyXXe 3HalT 3HaA4YMTENbHO Oorblle CBOMX poauTernen. TeM He MeHee, He OThyckawWTe geTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapanTecb akTMBHO y4acTBoBaTb B 00LeHn pebeHka B NHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasBuna WHTepHeT-Ge3onacHOCTM - cornalleHue mexay
poauntenamm u getbMu. Kpome Toro, HEO6XOOMMO Kak MOXHO Yalle MpocMaTpumBaTb OTYETbl O AEATENbHOCTM
aeten B WHTtepHeTe. CriegyeT obpatute BHMMaHue Ha HeOb6XOOAMMOCTb COAEpXaHWUs POAUTENbCKMX Maponen
(maponen agMMHMUCTPaATOPOB) B CTPOrOM CEKpeTe 1 06paTUTb BHMMAHME Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 6e3onacHocTX B 3TOM Bo3pacTte oT 13 oo 17 net

1. Cosganite cnMcoK gOMalHUX MpaBun nocelweHns VHTepHeTa npu yyacTum NMOApPOCTKOB U Tpebyiite
6e3ycnoBHOro ero BbinonHeHus. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpelleHHbIX canToB ("Y4epHbI CNUCOK"),
Yyacbl paboTbl B IHTepHeTe, pykoBogcTBO No obueHuto B VIHTepHeTe (B TOM Ynicne B YaTax).

2. KomnbloTep ¢ NnogkntoYeHnem Kk cetm IHTepHeT AOMKEH HaxoaMTbCs B OOLLEN KOMHAaTE.

3. He 3abbiBarite 6ecegosatb ¢ AeTbMu 006 UX Apy3bsx B UHTepHeTe, O TOM, YEM OHWU 3aHATbl TaKUM
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obpasom, 6yaTo peyb uaeT o Apy3bsiX B pearnbHoW xusHu. CnpaluneaiTe o NIOAsAX, C KOTOPbIMK AeTU obLualoTcs
nocpeacTBoM Crny6 MrHOBEHHOro o6MeHa coobLleHUsAMU, YTOObl yoeanTbesl, YTO 3TV NIOAM UM 3HAKOMBbI.

4. Ncnonb3dynTe cpencTtBa OMOKMPOBAHMA HeXenaTenbHOro KOHTEHTa Kak AOMOfHeHMe K CTaHgapTHOMY
PoguTtensckomy KOHTPOnHO.

5. Heobxoammo 3HaTb, KakMmu 4Yatamm nonb3ytoTca Bawwm petu. [lloowpsanTte ucnonb3oBaHue
MogepupyemMblix 4HaToB U HaCTaI/IBaVITe, YTOObI aeTn He O6LIJ,aJ'II/ICb B NPUBATHOM peXunme.

6. HactamnBaiite Ha Tom, YTOObI 4E€TN HMKOrOA He BCTpeYdanucb JIN4YHO C OPY3bAMU U3 CETU MHTepHeT.

7. Mpuyynte geten He BblAaBaTb CBOK NUYHYKO MHAOPMALMIO CpeacTBaMMU 3MEKTPOHHOW MOYThI, 4YaToB,
CUCTEM MIHOBEHHOro obmeHa COoOoBLLIEHUSAMU, PErnCcTpaLUOHHbIX (POPM, NIUYHBIX NPOdUIEN U NpK perucTpaunm
Ha KOHKypChbl B VIHTepHeTe.

8. MNpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspewennsa. O6bACHUTE UM, YTO OHU MOTYT
Cry4YanHo 3arpy3uTb BUPYCbl UNK ApYyroe HexenaTtensHoe nporpaMMHoe obecneveHne.

9. MNpuyuute Bawwero pebeHka coobLiatb Bam 0 fobbIX yrpo3ax unm Tpesorax, CBa3aHHbIX ¢ IHTepHeToM.
HanomHuTe getam, 4to OHM B 6€30MacHOCTU, eCnu caMu pacckasanv Bam, O CBOWX Yrpo3ax Wnu TpeBorax.
[MoxBanuTe Mx 1 NOCOBETYNTE NOAOWTM eLle pa3 B NoAoOHbIX cryyasx.

10. PacckaxuTte getsm o nopHorpadpum B UHTepHeTe. Momorute mm 3awmTtutbcs oT cnama. Hayuute
NMOAPOCTKOB He BblgaBaTb B VIHTepHETe CBOEro peanibHOrO 3MEeKTPOHHOro agpeca, He oTBevaTb Ha
HeXernaTenbHble NMMCbMa U NUCMOMNb30BaTh CneLmarnbHble NOYTOBbIE (PUNBTPSI.

11. MpuyynTe cebsa 3HAKOMUTBLCA C canTaMu, KOTOpPbIE NoceLatT NOAPOCTKMN.

12. Hayuute geten yBaxaTb OPYrMX B MHTepHeTe. Y6eauTecb, YTO OHM 3HAKT O TOM, YTO npaBuna
XOpoLLero noBefeHns AeNCTBYIOT Be3[e - AaXe B BUPTyalibHOM MUpe.

13. OO6bsiIcCHUTE OeTsM, 4TO HM B KOEM CnyyYyae Henb3d WUCnonb30oBaTb Cetb ans XynuraHcTtBa,
pacnpocTpaHeHna cnneTteH unn yrpos Apyrmm noaam.

14. ObcyamTe ¢ nogpocTkamu Npobrembl CETEBbIX a3apTHbIX UIP U UX BO3MOXHBIA pUck. HanomHuTe, 4To
OETU HEe MOTYT UrpaTb B 3TW Urpbl COMMacHO 3aKOHY.

MoCTOAHHO KOHTpONMPYNTE uUcnonb3oBaHWe WHTepHeTa Bawum pebeHkom! 3To He HapylieHue ero
FIMYHOrO MPOCTPaHCTBA, a Mepa NPenoCTOPOXKHOCTM U NposieneHve Ballel poauTenbCkon OTBETCTBEHHOCTU U
3a00Thl.
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